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MedAIScout: What’s Inside

RED TEAM

An attack on 
this device can 
kill a patient!

This device uses ML. There are 
so many new attacks on ML 
techniques!

How do we 
ensure an 
extensive
test plan?

Preliminary Experimental Results

Manually 
searching for 
ML attacks 
relevant to 
this device will 
take me ages! 

The device documentations are unstructured, and 
often lack detailed information !

LLMs hallucinate 
and give 
inconsistent 
results. Also, not 
much information 
is available for 
enhancing context 
for RAGs ! 

RED TEAM

The Way Ahead

MedAIScout retrieves the latest 
information on relevant attacks in just 
a few minutes. Use it to ensure 
coverage, while saving time !

MedAIScout

Technical device 
documentation

List of all known and relevant 
training- and inference-time attacks

ML model, Device 
functionality, Data types

1. What ML model does this device use?
2. What is the device functionality?
3. What are the input and output data types?

Technical device 
documentation

(Local)

Prompt requesting for relevant 
search keywords for finding 
training- and inference-time attacks

List of relevant 
search keywords

List of 
attacks

(Local)

Prompt for checking attack 
relevance w.r.t. device Relevance:Y/N 

+ Reason
Requires manual validation

RED TEAM

153 medical devices tested*

≥1 relevant 
attacks 

(Training + 
Inference): 79 

(~52%)

No 
information: 37 

(~24%)

Wrong 
information: 37 

(24%)

Attack on medical 
technique: 50

Attack on generic 
technique: 29

Refer to the paper for 5 detailed case studies.
* Devices were selected randomly from list of FDA-cleared devices
Documentation: Device summaries submitted to FDA + Medical Futurist
Attacks: Peer-reviewed articles from Google Scholar

Novel techniques not 
explored widely, insufficient 
device information

Insufficient device 
information, failure to 
check relevance of results

Widely explored technique, MedAIScout performs well even when 
device documentations lacks some technical details.

1. Eliminating the need for manual validation
2. Incorporate diverse sources of information - device 

description + attack information
3. Strengthen relevance checking technique

MedAISentinel

MedAIScout

Discover attack 
vectors

Generate detailed 
testing planRisk assessment
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